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OWASP: Open Web Application Security Project

OWARSP.

What is OWASP?

A global non-profit organization dedicated to improving web and API
security through:

° Best practices & guidelines.
° Open-source security tools Industry-leading research.

Why does it matter?

° Helps developers and businesses identify and mitigate

security risks.
° Used as a standard in cybersecurity frameworks and

compliance.



OWASP Top 10 API Security Risks — 2023



API11:2023 - Broken Object Level Authorization

POST /api/order

/

{
"tableNumber": 12,

"quantity": 1,
"priority": "high"
}

"dish": "Truffle Pasta",

[HTTP/1.1 401 Unauthorized 1




API11:2023 - Broken Object Level Authorization

POST /api/order [ HTTP/1.1 200 OK ]
g )
{ F i — l
"tableNumber"; 12, 1 \i
"dish": "Truffle Pasta", \
"quantity": 1, !‘
"priority": "high" 1 ,-1
} r : S

HERE YOU GO .




API12:2023 - Broken Authentication

POST /apilorder [ HTTP/1.1 200 OK

e D
{
"tableNumber": 12,

"dish": "Red wine bottle",
"quantity": 1,
"order_age": 17,
"priority": "high"




API13:2023 - Broken Object Property Level Authorization




API14:2023 -

/api/order/free-bread

"tableNumber": 12,

}

[HTTP/1.1




API14:2023 - Unrestricted Resource Consumption

Loading...




API15:2023 - Broken Function Level Authorization

POST /api/admin/add-dish

a
{

"name": "Hawaii Pizza",
"price™: 10000.00

}

[HTTP/1.1 401 Unauthorized ]




API16:2023 - Unrestricted Access to Sensitive Business Flows

[HTTP/1 1200 OK }

GET /apilrecipes/

c D
{

"dish": "Federico’s Tiramisu’™

}




API17:2023 - Server Side Request Forgery




API18:2023 - API19:2023 - AP110:2023 -
Security Improper Inventory  Unsafe Consumption
Misconfiguration Management of APIs




API Security 2025 Trends:
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Thank you for your attention!



