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There are 1025 Pokémon nowadays, so we need ~ 1kb to encode this dictionary...




Motivation

Wikipedia: Bloom filter is a space-efficient probabilistic data structure, [...] that is used to test whether an
element is a member of a set.

Set dictionary sizetom

Use hash function h(-) ga ﬁ :%_,

For each element:
Set bit at position h(-) mod m
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Finally: A wild Bloom Filter appears!

Wikipedia: Bloom filter is a space-efficient probabilistic data structure, [...] that is used to test whether an
element is a member of a set.

Set dictionary sizetom
Use k different hash functions h;(-)

For each element:
Foreachl1 <i<k:
Set bit at position h;(-) mod m




Finally: A wild Bloom Filter appears!

Wikipedia: Bloom filter is a space-efficient probabilistic data structure, [...] that is used to test whether an
element is a member of a set.

Set dictionary sizetom "
Use k different hash functions h;(+)
‘ @ =% e
For each element:
Foreach1 <i<k:
Set bit at position h;(-) mod m
1 1 1 1 1

Check all bit positions h;(-) mod m
Return true if all positions are set
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False Positive Rate

Assuming a hash function mapping to a random value in [0, m-1]
® PrBF[i] = 1] =-- ; hence Pr[BFi] = 0] =1 — -

m

For k (independent) hash functions:

o PrBFil=01=(1-1)" = <(1 —i)mf ~e



False Positive Rate

Assuming a hash function mapping to a random value in [0, m-1]
a1 n=01=1-2L
® Pr[BF[i] = 1] =— hence Pr[BFJi] = 0] =1 —

For k (independent) hash functions:

k

o PrpF(l=0=(1-2)" = ((1 —%)m>m ~em

After we have inserted n elements:

1 nk nk

e Pr{BF[i]=0]=(1 —E)nk ~e m ;hence PrBF[i]=1] ~1—e™m

The probability for a false positive for element ﬁ- requires that all k bits at h;(-) are set

nk k

o (1—6 m



My first contact
Searchable Symmetric Encryption

Outsource encrypted document collection




My first contact
Searchable Symmetric Encryption

Filter for all documents that contain an encrypted keyword
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Identifiers of documents containing the encrypted keyword




My first contact
Searchable Symmetric Encryption

Doc; = (Squirtle, Bulbasaur)
HMACl(k,-)lHMACZ(k,-)

Doc, = (Bulbasaur, Ivysaur)

HMAC, (k,") lHMACZ(k,-)




My first contact
Searchable Symmetric Encryption

HMAC,(k, Squirtle),
HMAC,(k, Squirtle)




My first contact
Searchable Symmetric Encryption

Docq
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Docq

© Doc,
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HMAC,(k, Squirtle)
HMAC,(k, Squirtle),



What Pokémons do they have in common?

Application | \
Privacy Preserving Record Linkage
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Fuzzy Database Join




Application |
Privacy Preserving Record Linkage
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Schnell, Rainer, Tobias Bachteler, and Jorg Reiher. "Privacy-preserving record linkage using Bloom filters." BMC medical informatics and decision making 2009
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Schnell, Rainer, Tobias Bachteler, and Jorg Reiher. "Privacy-preserving record linkage using Bloom filters." BMC medical informatics and decision making 2009



What Pokémons do they have in common?

Application | =
Privacy Preserving Record Linkage ¥/

IDp1, IDB1
have BFs that are "similar enough”

ID
Dy, IDg 1

)

IDa2 ‘1&DB2

Schnell, Rainer, Tobias Bachteler, and Jorg Reiher. "Privacy-preserving record linkage using Bloom filters." BMC medical informatics and decision making 2009



Extension I: Counting Bloom Filters

Set dictionary sizetom
Use k different hash functions h;(-)

For each element:
Foreachl1 <i<k:
Set bit at position h;(-) mod m

Delete Element: -
Unset all bit positions h;(-) mod m
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Extension I: Counting Bloom Filters

Set dictionary sizetom
Use k different hash functions h;(-)

For each element:
Foreach1 <i<k:
Increment at position h;(-) mod m



Extension I: Counting Bloom Filters

Set dictionary sizetom
Use k different hash functions h;(-)

For each element:
Foreach1 <i<k:
Increment at position h;(-) mod m

Delete Element: -
Decrement at bit positions h;(-) mod m



Extension IlI: Garbled Bloom Filters

(Key, Value) store via Bloom Filters

For (K]_, V]_) W|th hl(Kl) = 2, hZ(kl) =7
Set r, and r; such that

T2+T7:V1



Extension IlI: Garbled Bloom Filters

(Key, Value) store via Bloom Filters
Ky

Initialize BF F with special element L /\

For each key K;:
fj=Vj 1 | 1L rn 1| L | L] L 1| rg=
Foreach1<i<k-—1: Vi—n
p = hi(K;)
If p:
Sample 1, and set F[p] = r,
fi=fi — Flp]
p = h(K;)
%



Extension IlI: Garbled Bloom Filters

(Key, Value) store via Bloom Filters

Initialize BF F with special element L

For each key K;: “
f=" oo L
Foreachl <i<k—1:

p = hi(K;)
If F[p] ==
Sample 1, and set F[p] = r,
fi= 1 — Flp]
p = h(K;)
If Fl[p] =1
Abort with Error
Flpl = f;



How | stumbled upon a wild Bloom Filters recently... (again!)

Keyword Private Information Retrieval

(squirtle, <3, )



How | stumbled upon a wild Bloom Filters recently... (again!)

Keyword Private Information Retrieval: Setup

_ o
T + s = 5ile

(squirtle, <3, )

hy () W')

GBF = (19,171,712, 73,14, 15, .. )



How | stumbled upon a wild Bloom Filters recently... (again!)

Keyword Private Information Retrieval: Query

Q=(0,0,1,0,0,1,...)

Position hy(squirtle) ©

_ o
T + s = 5ile

Position hy (squirtle) = (squirtle, <3, )

hy () W')

GBF = (19,171,712, 73,14, 15, .. )




How | stumbled upon a wild Bloom Filters recently... (again!)

Keyword Private Information Retrieval: Response

Q=(0,0,1,0,0,1,...)

v

T+ 715 = '"ﬂi’rf

A

(squirtle, <3, )
ha() W-)

GBF = (19,171,712, 73,14, 15, .. )

(Q,GBFT)

0'7"0+0'T1+1‘T'2+0'T3+0'T4+1‘T'5...

T'Z + 7"5 — ik



How | stumbled upon a wild Bloom Filters recently... (again!)

Keyword Private Information Retrieval: Now with encryption!

Q=(0,0,1,0,0,1,...)
HomEnc(Q)

T+ 715 = '"ﬂi’rf

A

(squirtle, <3, )
ha() W-)

GBF = (19,171,712, 73,14, 15, .. )

HomEnc({Q,GBFT))
0'7"0+0'T1+1‘T'2+0'T3+0'T4+1‘T'5...
Dec(HomEnc({Q,GBF™)) =1, + 15 = ‘i'

o
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